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Example 2: Brown (1989) states that the value of microcomputers is recognized by most organizations.

Direct quotations of another author’s work should be followed by the author’s name, date of publication, and the page(s) on
which the quotation appears in the original text.

Example 1: Brown (1989) states that “the value of microcomputers is reatized by most organizations” (p. 45).

Example 2; In most organizations, “microcomputer resources are considered to be a major organization asset” {Smith, 1988,
pp. 35-36) and must be carefully monitored by the senior management.
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companies create both social and technical
networks in order to stimulate knowtedge ex-
change. An essential ingredient of knowledge
sharing information in organizations is that of
“community of practice”, by which we mean
groups of people with a common interest where
each member contributes knowledge about a
common domain (Wenger, 1998). The ability
of a community of practice to create a friendly
environment for individuals with similar inter-
ests and problems in which they can discuss a
commonsubject matter encourages the transfer
and creation of new knowledge. Many compa-
nies report that such communities help reduce
problems caused by lack of communication,
and savetime by “working smarter” (Wenger et
al, 2002). In addition, communities of practice
provide their members with the confidence to
share information with each other. Moreover,
individuals are frequently more likely to use
knowledge built by their community team mem-
bers than that created by members outside their
group (Desouza et al, 2006). For these reasons,
we consider the modelling of communities of
practice into KMS as an adequate method by
which to provide these systems with a certain
degree of control to measure the confidence
and quality of information provided by each
member of the community.

In order to carry this out, we have designed
a multi-agent architecture in which agents try
to emulate human behaviour in communities
of practice with the goal of fostering the use
and exchange of information where intelligent
agents suggest “trustworthy knowledge”™ to
the employees and foster the knowledge flow
between them.

Theremainder of this work is organized as
follows. The next section focuses on commu-
nity of practice then in section 3 two important
concepts related to our work are described:
agents and trust. In Section 4 the trust model
is presented. Later in section 5 the multi-agent
architecture proposed to manage trustworthy
KMS is described. In Section 6 a prototype
developed to evaluate our architecture is ex-
plained in order to illustrate how it could be
used. Section 7 describes a preliminary experi-

ment carry out to test this prototype. Section 8
outlined related work and finally, conclusions
are presented in Section 9.

COMMUNITIES OF PRACTICE

Intellectual capital and knowledge management
are currently growing since knowledge is a
critical factor for an organization’s competitive
advantage (Kautz, 2004). This growth deter-
mines organizations’ performance by study-
ing how well they manage their most critical
knowledge. However, to manage this critical
knowledge it has to be known what knowledge
is, and although there is no consensus about a
knowledge concept (Kakabadse, et al, 2001),
there are several definitions of knowledge as in
(Ackoff, 1989) and (Davenport et al, 1998). In
our case, knowledge is going to be understood
as in (Ackoff, 1989), that is, as an appropriate
collection of information, such that its intent
is to be useful. In order to manage knowledge
an important instrument are communities
{Gebert et al., 2004; Malhotra, 2000). A com-
munity can be defined as a group of socially
interacting persons whoare mutually tied toone
another and regularly meet at a common place
(Hillery, 1955). The development of Internet
and groupware technologies led to a new kind
of community *“virtual communities” where
members can or not meet one another face to
face and they may exchange words and ideas
through the mediation of computers networks
(Geib et al., 2004).

This type of communities can be divided
regarding their objectives andscope intosocial-
ly-oriented, commercially-oriented and profes-
sionally-oriented, We focus our research on the
last one which consists of company employees
who communicate and share information to
support their professional tasks. An special case
of professionally-oriented communities are the
“Communities of Practice” (CoPs) defined by
Wenger et al. (2002) as groups of people who
share a concern, a set of problems, or a passion
about a topic, and who deepen their knowledge

Copyright © 2009, 1G] Global. Copying or distributing in print or electronic forms without written permission of 1GI Global
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and expertise in this area by interacting on an
ongoing basis.

Regarding aknowledge point of view CoPs
share values, beliefs, languages, and ways of do-
ing things many companies report that CoPs help
reduce problems due to lack of communication,
and save time by “working smarter” (Wenger,
2002). Millen et al. (2002) discuss the costs and
benefits of CoPs in a study of seven large, geo-
graphically dispersed organizations. The study
indicates benefits on individual, community
and organizational level, like increased access
to experts and information resources, increased
idea generation and better problem solving,
to indications of more successfully executed
projects and product innovations. Moreover,
individuals are frequently more likely to use
knowledge built by their community team
members than that created by members outside
their group (Desouza et ai, 2006), that is, they
are more likely to share knowledge with people
they trust. However, since in current CoPs
people are usually geographically dispersed
they do not have a face to face communication
and this situation could be a problem since the
level of trust between members can decrease
and in consequence there could be a lower level
of sharing knowledge.

On the other hand, even though CoPs are a
focus of knowledge sharing hardly ever there is
any quality control of the knowledge generated
inthe community. OQur proposalis to use agent’s
technology to foster knowledge exchange at
communities of practice and to evaluate the
suitability of knowledge shared.

AGENTS AND TRUST

Because of the importance of knowledge man-
agement, tools to support some of the tasks
related to knowledge management have been
developed. Different techniques are used to
implement these tools. One of them, which is
providing to be quite useful, is that of intelligent
agents (van-Elst et al, 2003). Software agent
technology can monitor and coordinate events,
meetings and disseminate information (Bala-

subramanian et al, 2001). Furthermore, agents
are proactive; thismeans they act automatically
when it is necessary. The autonomous behavior
ofthe agents is criticalto the goal of thisresearch
since agents help to reduce the amount of work
that employees have to perform, for instance
searching information in a knowledge base,
On the other hand one of the main advantages
of the agent paradigm is that it constitutes a
natural metaphor for systems with purposeful
interacting agents, and this abstraction is close
to the human way of thinking about their own
activities (Wooldridge & Ciancarini,2001). This
foundation has led to an increasing interest in
social aspects such as motivation, leadership,
culture or trust (Fuentes et al, 2004). Our re-
search is related to this last concept of “trust”
since artificial agents can be made more robust,
resitient and effective by providing them with
trust reasoning capabilities.

Foragents to function effectively ina com-
munity, they must ensure that their interactions
with the other agents are trustworthy. For this
reason it is important that each agent is able to
identify trustworthy partners with which they
should interact and untrustworthy correspon-
dents with which they should avoid interaction.
The stability of a community depends on the
right balance of trust and distrust,

In literature we found severaltrustand repu-
tation mechanisms thathave been proposedtobe
used in different domains such as e-commerce
{Zacharia et al, 1999), peer-to-peer computing
{Wang & Vassileva, 2003), recommender sys-
tems (Schafer et al, 1999), etc. In next section
we describe the trust model that we propose to
be used in our multi-agent architecture.

TRUST MODEL

One of our aims is to provide a trust model
based on real world social properties of trust in
Communities of Practice (CoPs). An interest-
ing fact is that members of a community are
frequently more likely to use knowledge built
by their community team members than those
created by members outside their group (De-
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Figure 2. Using the trust model
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agent Areduces the value obtained through
experience. In this case the agent does not
use position and expertise factors (objec-
tive factors) because the agent has its own
experience and this experience is adjusted
with its intuition which is subjective and
more personalized.

+  When the agent has enough previous
experience to consider that the trust value
obtained is reliable, then the agent only
considers this value.

MULTI-AGENT ARCHITECTURE

In order to give support to CoPs, we have
designed a multi-agent architecture that uses
the trust model explained in previous section
with the goal of recommending trustworthy
knowledge in CoPs and therefore fostering the
reuse of information generated in these com-
munities. Therefore, we can say that the goals
of this architecture are:

»  Assistsmembers in identifying trustworthy
entities.

»  Gives artificial agents the ability to reason
about the trustworthiness of other agents
or about a knowledge source.

»  Encouragesknowledge exchange between
the community members.

*  Providesthe confidence necessary to foster
the usage of information and know!ledge
of the community.

Taking these facts into account, we propose
amulti-agentarchitecture which iscomposed of
two levels (see Figure 3): a reactive level and a
Deliberative-Social level. The reactive level is
considered by other authors as a typical level
that a multi-agent system must have (Ushida
etal, 1998)(Ushida, 1998). A deliberative level
is often also considered as a typical level but a
social level is not frequently considered in an
explicit way, despite the fact that these systems
(multi-agent systems) are composed of several
individuals, interactions between them and plans
constructed by them. The social level is only
considered in those systems that try to simulate
social behaviour or those that represent a more
generic architecture which has been prepared
to represent this or other behaviour. Since we
wish to emulate human feelings such as trust,
reputation and even intuition we have added
a social part that considers the social aspects
of a community which takes into account the
opinions and behaviour of each of the members
of that community. Other previous works have
alsoadded asocial level. Forinstance, in(Imbert
& de Antonio, 2005)(Imbert, 2005) the authors
emulate human emotions such as fear, thirst or
bravery but they use an architecture which is
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Figure 3. General architecture
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made up of three levels: reactive, deliberative
and social. In our case the deliberative and the
social level are not separate levels because we
realised that plans created in the deliberative
part involve social interactions sowe considered
that in our case it would be more efficient to
define a level composed of two parts (Delibera-
tive-Social level) instead of considering two
separated levels.

*  Reactivelevel: Thisisthe agent’scapacity
toperceive changes in its environment and
to respond to these changes at the precise
moment at which they happen. 1t is in
this level when an agent will execute the
request of another agent without any type
of reasoning.

**  Deliberative-Social level: The agent has
a type of behaviour which is orientated
towards objectives, that is, it takes the
initiative in order to plan its performance
with the purpose of attaining its goals. In
this level the agent would use the informa-
tion that it receives from the environment,
and from itsbeliefs and intuitions, todecide
which is the best plan of action to follow
in order to fulfil its objectives. In this level
we have individual goals which refer to
the deliberative part and social goals or
cooperative goals which refer to the social
part.

Two further important components of
our architecture are the Inferpreter and the

Scheduler. The former is used to perceive the
changes that take place and to decide which
level must take the initiative depending on the
event that the agent perceives. The scheduler
indicates how the actions should be scheduled
and executed.

Each of the levels of our architecture is
described in the following subsections.

Reactive Level

This level must respond at the precise
moment at which an event has been perceived
(see Figure 4).

For instance when an agent is consulted
about its position within the organization or
when a user wishes to send the system simple
answers. This level is formed of the following
modules:

Internal model: As an agent represents a per-
son in a CoP this model stores the user’s
features, these features will be consulted
by other agents in order to calculate trust
values. Therefore, this module stores the
following parts in the user profile:

- Expertise. This term has been ex-
plained in the Trust Model in section
4. .

- Preferences. In this part we &y to
represent user preferences by using,
for example, the Felder-Silvermantest
whichtellus whetherthe agentisrepre-
senting a visual user (one who prefers
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Figure 3. Deliberative-social level
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the situation of employees storing valueless
information in the knowledge base.

One feature of this system is that when a
person searches for knowledge ina community,
and after having used the knowledge obtained,
that person then has to evaluate the knowledge
in order to indicate whether:

- The knowledge was useful.

- How itwasrelated tothe topic of the search
(for instance a lot, not too much, not at
all}.

To design this prototype we have designed
a User Agent and a Manager Agent. The former
is usedto represent each person that may consult

or introduce knowledge in a knowledge base.
Therefore, the User Agent can assume three
types of behavior orroles similarto the tasks that
apersonmay carry out in aknowledge base, The
User Agent plays one role or another depend-
ing upon whether the person that it represents
carries out one of the following actions:

- The person contributes new knowledge to
the communities in which s/he is registered.
In this case the User Agent plays the role
of Provider.

- The person uses knowledge previously
stored in the community. Then, the User
Agent will be considered as a Consum-
er.
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- Thepersonhelpsotheruserstoachieve their
goals, for instance by giving an evaluation
of certain knowledge. In this case the role
is of a Partner. So, Figure 6 shows that
in community | there are two User Agents
playing the role of Partner, one User Agent
playing the role of Consumer and another
being a Provider.

The second type of agent within a commu-
nity is called the Manager Agent (represented
in black in Figure 6) which must manage and
control its community.

The prototype provides the options of
using community documents and when the
documents are used, reputation values can be
modified. An user can also propose new topics
in the community, etc.

In order to make it easier to search for
documents in a community, users can choose
one topic from those which are available in the
community and the user agent will try to find
documents about this topic.

The general idea is to consider those docu-
ments which came from trustworthy knowledge
sources according to the user’s opinion or

Figure 6. Communities of agents

needs. En order to discover which knowledge
sources are trustworthy the user agents will
use the trust model. Depending on the context,
this trust model can be used in different ways.
We are going to consider how the trust model
is applied in different situations. First, when
agents have previous experience this means
that user agents have previously interacted
with a knowledge source and they have some
feedback (trust values in our case)} about it. The
second scenario isamore complicated situation
in which the agents have no previous experi-
ence and therefore do not have trust values for
other user agents.

The way in which we apply these factors
in the different contexts is as follows:

1. [ftheagent has no previous experience, for
instance, because it is representing a new
user in the community, and its user wants
to search for documents relating to a topic
T, the user agent follows these steps:

1.1. The user agent makes a request to the
other members of the community in
order to discover which user agents
have documents about topic T.

Rl@
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a threshold that can be adjusted to each
domain) then the user agent calculates
the trust value by only using the previous
experience factor. In this case we only
consider this factor (experience) because
this is the principal factor that humans
usually consider when they have 1o trust
somebody/something. That’s why this
concept is the base of all trust models de-
scribed in literature as it will be explained
in section 7. In this context the user agent
follows the following steps when looking
for documents about a topic T:
3.1. The user agent follows step 2.1
3.2. Foreachagentin the group(theresults
group) the useragent calculates a trust
value by using the previous experience
factor that is, by using (2) which is the
last part of formula (1),

ZoCyn @
5=l

3.3. The user agent follows step 2.3.
3.4. The useragentshowsthe results which
are sorted by trust or guality values.

These are three possible scenarios that
illustrate how the trust model is used. When a
person inserts a document in the community,
s/he inserts the document and a quality value
for that document. If another person uses that
document, after using that document, the person
who requested it must evaluate its quality. The
User Agent compares the value given by the
owner with the value given by the consumer to
discover whether the two users have the same
opinion about the document. If this is so then
the previous experience value for the other user
increases and if the opposite is true then the
previous experience value is decreased. That
is, if a user A thinks that a document D has a
quality value of 8 and another user B, after us-
ing D, thinks that the document has a quality
value of 2, the trust value that user B has for
user A is decreased. This manner of rating trust
helps to detect a problem which is increasing in
companies or communities in whichemployees
introduce not valvable information because they

arerewarded if they contribute with knowledge
in the community. Thus, if a person introduces
documents that are not related to the community
with the aim of obtaining rewards, the situa-
tion can be detected, because when the other
person evaluate those documents or informa-
tion, the rate of them will be low and the value
of previous experience of this person became
very low. Therefore, the community agent can
detect that there is a “fraudulent” member in
the community.

In a previous version of the prototype,
when a person introduced a document in the
system, s/he did not indicate the quality value
of it. In this case the previous experience was
calculated only in base to the rate that agent
gave. We have introduced this change because
we have a reference value for each document
that can be used to compare quality values that
different users have givento the same document
and detect if there are “fraudulent members”
and also can be usedto sortdocuments when we
have not enough information, at least we will
have a quality value given by the person who
introduced the document in the community.

The threesituations must be applied toeach
user agent depending on the situation. If a user
agentmakesarequest tosearch tor documents it
will receive answers from different user agents
and, depending upon the situation between the
requester and the other agents, the requester
must apply one of the three situation steps and
notonly one situation forall the agentsthathave
answered. Thisis shown in Figure 8 where agent
A makes a requestto search for documents about
topic T and agents X, ¥, Z answer because they
have documents about T. In this case agent 4
applies situation | to agent X because agent X
is not a known agent, and situation 3 to agents
Y and Z because it has already interacted with
both agents on previous occasions.

EVALUATION OF THE
PROTOTYPE

Once the prototype has been finished we have
evaluated it. To do this, different approaches

Copyright © 2009, 1G1 Global. Copying or distributing in print or electronic forms withoul written permission of IG1 Global
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can be followed, from a multi-agent point of
view or from a social one. First of all we have
focused on the former and we are testing the
most suitable number of agents advisable for
a community. Therefore, several simulations
have been performed. As result of them we
found that:

- The maximum number of agents supported
by the Community Manager Agent when
it receives User Agents’ evatuations is ap-
proximately 800. When we tried to work
with 1000 agents forinstance, the messages
were notmanaged conveniently. However,
we could see that the Manager Agent could
supportahighnumber of petitions, at least,
using simpler behavior.

- On the other hand, if we have around 10
User Agents launched, they need about
20 o more interactions to know all agents
of the community. If a User Agent has
between 10 and 20 interactions with other
members it is likely that it interacts with

90% of members of its community, which
means that the agent is going to know al-
most all the members of the community.
Therefore, after several trials we detected
that the most suitable number of agents for
one community was around 10 agents and
they needed a average of 20 interactions
to know (to have a contact with) all the
members of the community, which is quite
convenient in order to obtain its own value
of reputation about other agent.

All these resuits are being used to detect
whether the exchange of messages between the
agents is suitable, and to see if the information
that we propose to be taken into account to
obtain a trustworthy value of the reputation of
each agent is enough, or if more parameters
should be considered. Once this validation is
finished we need to carry out further research
to answer one important and tricky question,
which is how the usage of this prototype affects
the performance of a community.

Figure 8. Mechanism through which to obtain trustworthy documents by using the model
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All these advantages provide organiza-
tions with a better control of their knowledge
repositories which will have more trustworthy
knowledge and it is consequently expected that
employees wili feel more willing to use it.
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